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ABSTRACT

This paper critically examines the EU Artificial Intelligence Act (AI Act)
in the context of its ability to regulate Al-driven profiling and micro-
targeting. It explores the implications of how social media algorithms
exploit user data, cognitive biases and emotional vulnerabilities to
influence behaviour and reinforce inequalities. In an analytical part, this
paper highlights the limitations of the AI Act’s Article 5 in addressing
manipulative AI practices and its limited scope covering vulnerable
groups. It argues that the provision adopts a narrow and static conception
of vulnerability, failing to capture broader behavioural and social forms of
dependency. Finally, the paper argues that these deficiencies hinder the
Al Act’s effectiveness in limiting algorithmic manipulation and proposes
more robust obligations on transparency, meaningful disclosure, and
user-centred explainability to reinforce user autonomy and mitigate
digital dependency.

Keywords: Al Act, profiling, micro-targeting, digital dependency, user
autonomy, explainability

Resumen

Este articulo examina criticamente el Reglamento de Inteligencia Artificial
de la Unién Europea (AI Act) en el contexto de su capacidad para regular el
profiling y la microsegmentacion impulsados por la inteligencia artificial.
Analiza cédmo los algoritmos de las redes sociales explotan los datos de
los usuarios, los sesgos cognitivos y las vulnerabilidades emocionales
para influir en el comportamiento y reforzar desigualdades. En su parte
analitica, el articulo destaca las limitaciones del articulo 5 del AI Act para
abordar las practicas de manipulacién algoritmica y su alcance limitado
respecto a los grupos vulnerables. Sostiene que esta norma adopta una
concepcion estrecha y estatica de la vulnerabilidad, sin abarcar formas
conductuales y sociales mas amplias de dependencia. Finalmente, el
articulo argumenta que estas deficiencias reducen la eficacia del Al
Act para limitar la manipulaciéon algoritmica y propone obligaciones
mas solidas en materia de transparencia, revelacién significativa y
explicabilidad centrada en el usuario, con el fin de reforzar la autonomia
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de los usuarios y reducir la dependencia digital.

Palabras clave: AI Act, profiling, microsegmentacion, dependencia
digital, autonomia del usuario, explicabilidad

1. INTRODUCTION

Every time citizens unlock a smart device, massive amounts of data are
generated through their digital activities, including social media use,
browsing habits and purchases. Platforms can then monetise this data
by selling it to advertisers or using it to optimise their own engagement
strategies. Personal data is used to build individual user profiles, and
the data processing for this is increasingly dependent on artificial
intelligence (AI) systems. When handling data and deciding to execute
actions based on the results, they not only dictate the content and
opportunities that individuals encounter but can also reinforce biases
and limit autonomy (Véliz, 2020). This raises important questions about
how profiling practices should be regulated and what ethical frameworks
are needed to ensure transparency, fairness, and user agency in the
deployment of Al systems.

Within this context, the European Union Artificial Intelligence Act (Al
Act) and its regulatory framework has aimed to ensure trustworthy and
ethical AI use, particularly in high-risk systems like the profiling of users.
It seeks to prohibit manipulative practices that exploit vulnerabilities
and to mandate transparency in algorithmic decision-making (European
Union, 2024). However, the ongoing discourse on Al ethics and legal
regulation still lacks an evaluation of the adequacy of the AI Act insofar
as it safeguards human agency from manipulation on social media
platforms.

Al systems, by nature, are capable of processing vast amounts of data,
learning from this data and making decisions or predictions based on it. Al
can therefore be used on online platforms to personalise user experience
in a way that subliminally influences decision-making processes. Several
authors diagnose any society with popular participation in such social
media platforms as facing ‘algorithmic pollution’ - meaning the societal
harm caused by consumer profiling and targeted advertising. This form
of harm arises when personal data is manipulated to prioritise corporate
profit over individual well-being. Algorithmic pollution is marked by its
unfair, discriminatory and pervasive impacts on users, subtly shaping
their digital environments and limiting their agency. Targeted content
essentially dictates the types of opportunities or information individuals
encounter, reducing their ability to make independent, informed
decisions (Marjanovic et al., 2021). Social media algorithms, a form
of Al, serve to prioritise content shown to users, not only reflecting
preferences but also distorting them. By exploiting status quo biases
and a herd mentality, they create trends that establish online norms,
thereby driving widespread conformity.

Although human operators develop the algorithms governing Al systems’
machine learning processes, they often lose sight of how the algorithms
interact with the data that they are fed and potentially develop their own
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autonomous capabilities. This ‘black box problem’ — characterised by the
opacity of what goes on within this process - limits regulatory oversight
of the system’s input and output (Pasquale, 2015). In other words,
regulation may be the most effective tool in controlling what data is fed
into the system and how the operators act based on the results that are
produced. Moreover, identification of the harmful effects produced by
this algorithmic decision-making is crucial for proposing transformative
actions to prevent, detect, address, mitigate and raise awareness about
algorithmic harm, grounded in the sociomaterial theory of algorithmic
pollution.

In summary, the contributions of this paper are threefold: (1) to provide
in-depth insight into how Al-driven personal profiling manipulates the
analog world, while analysing how the AI Act addresses this notion of
user manipulation; (2) to identify the need for an alternative vision of
individual autonomy in user profiling and content recommendation.

As such, the research questions (RQs) guiding this study of the EU Al
Act are:

RQ1: How does the current EU legal and jurisdictional framework
enable or permit to restrain the addictive and opaque architectures
of social media algorithms?

RQ2: How regulatory measures could enhance explainability and
user comprehension of micro-targeted profiling systems, thereby
mitigating algorithmic manipulation?

This dual-faceted analysis seeks to highlight the role of explainability by
exploring how users and regulators alike are often left ‘in the dark’ by Al
systems. It thus provides a state-of-play overview of how Al systems are
deployed to sustain addictive dynamics, how the EU Al Act interprets and
applies its rules to such mechanisms, and how far these legal provisions
limit (or fail to limit) the reach of algorithmic manipulation.

This paper is organised as follows. Section 2 provides in-depth insight
into how Al algorithms work and the real-life implications of profiling
individuals on social media platforms. Section 3 presents an overview
of Article 5 of the EU AI Act’s approach to the manipulation of users
through data profiling. Section 4 deduces the shortcomings of the Al
Act in tackling the question of manipulation by regulating the output of
data processing. Section 5 offers an analysis of how EU law fails to give
individuals autonomy to choose how they are affected by the content
recommendation mechanisms. Finally, the conclusions are summarised
and discussed in Section 6.

2. THEORETICAL FRAMEWORK: ONLINE SURVEILLANCE AND ITS
IMPLICATIONS

Every user on the internet generates extensive data through their online
activities, such as engaging with social media or browsing websites.
Companies leverage this information, either by selling it to advertisers
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or by refining their own advertising techniques to maximise revenue
(Véliz, 2020). This dynamic creates a system where users become
deeply entangled within a technological ecosystem, driven by strategic
design elements that reinforce dependency and control (Zuboff, 2019).

2.1 Personal data and how it is collected

Various authors have also conceptualised personal data as digital capital,
a form of capital that arises from the availability and utilisation of
individual-level data as a key economic resource of 21st-century societies
(Lupton et al., 2018; Staab and Thiel, 2022; Verwiebe and Hagemann,
2024). In a business model where the end goal is a transaction, it is
through this data that digital platforms generate economic value by
converting user interactions into actionable insights. Every action online
can be turned into quantifiable metrics, which can be further valorised to
extract profit via targeted advertising and predict consumer behaviours
with increasing precision.

Behavioural data gains economic value through this collection,
algorithmic processing and association with generated metadata. This
process involves transforming everyday activities into data points,
which are then linked to construct detailed personal profiles. Some
pieces of information, like a name or phone number, are directly about
an individual, while other pieces, such as a location or job title, gain
meaning when situated in context, forming personal data when linked
with other points of data (which help connect it to the individual’s
identity) (Sge et al., 2021). Interconnected details - like family ties or
network data — help construct rich personal profiles when combined with
other details, such as relationships or contextual data (Mai, 2016). This
highlights personal data as a valuable commodity in the digital economy
and draws scepticism about the notion of non-personal data (which can
be linked with seemingly unrelated information to form personal data).

The paper ‘Attention is all you need’ by Vaswani et al. (2017)
fundamentally changed the way Al models are trained. It introduced the
transformer model, which revolutionised Al processing and data analysis
by replacing sequential processing with attention mechanisms, enabling
parallel processing of multiple points of personal data for faster and more
efficient analyses of data. These methods have profound implications for
user profiling and targeted advertising, as self-attention mechanisms
identify complex dependencies in datasets, extracting contextual insights
to personalise user experiences. For instance, when analysing user
text input (e.g. search queries, reviews), the self-attention mechanism
(contextual focus algorithm) identifies patterns and dependencies across
the entire dataset. In other words, this allows the model to extract
highly contextual insights, like preferences or behavioural triggers, to
tailor content with remarkable specificity!. These modern Al systems
can derive deep insights from minimal data and increase the threat
of invasive profiling to foster dependency on social media or digital
ecosystems (extending their impact beyond transactional products).

This datafication process requires advanced algorithms, machine learning
and significant computing resources?. Middle and lower social classes
possess limited digital capital, leading to reduced access to opportunities
and resources. In this reproduction of existing social inequalities in the
digital era, the upper class and digital elite exploit their access to digital
capital to maintain dominance through alliances with traditional ruling
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classes, leveraging their control over data to generate economic and
symbolic capital (Verwiebe and Hagemann, 2024). In other words, there
is a digital elite that determines the rules of engagement within the
digital economy, deciding who the nudgers are and who are the nudged,
thus reinforcing their dominance (Puaschunder, 2017). This unequal
power over digital capital contributes to the widening gap between the
privileged and other classes.

2.2 AI profits from predicting cognitive processes

Understanding human cognition is highly relevant to analysing how people
interact with Al-driven systems. Al systems exploit human psychology
by designing advertisements and content that present choices in ways
that maximise user engagement or purchasing likelihood. These social
media algorithms exploit the availability heuristic (the fact that people
overestimate the importance of information that is easily accessible)
by prioritising emotionally engaging or salient content, making it more
memorable and impactful. Finally, anchoring effects refer to the cognitive
bias in which people rely heavily on the first piece of information (the
‘anchor’) they encounter when making decisions, even if it may be
irrelevant or arbitrary® (Kahneman, 2011). The human brain’s reliance
on quick and intuitive judgments makes users more susceptible to
impulsive engagement, which Al systems exploit by delivering stimuli
that reinforce habitual use. This combination can foster dependency on
platforms and deepen user manipulation through tailored, data-driven
micro-targeting.

2.3 Implications: bias, addiction and influence over the user

The normalisation of datafication and profiling in the digital economy
has rendered their social harm to online users invisible. Consequently,
elites not only hold the power to monetise hidden data but also shape
its broader implications. A critical facet involves an increase in social
media dependency as a side effect of technological developments
like data collection and micro-targeting. Users, as ‘data subjects’,
generate data through online activities that enable micro-targeting. This
leverages granular personal data to subtly influence behaviour, fostering
dependency through personalised feedback loops that encourage users
to engage further with content, often designed to align with platform
goals rather than user autonomy (Véliz, 2020).

These systems often ‘manage’ individuals by predicting behaviours,
shaping outcomes and - in the case of social media, - tailoring content
to manipulate user engagement. For instance, personalised ads or
notifications foster dependency, compelling users to stay active and
maintain their digital identities within these ecosystems. Social media
platforms reliant on Al systems processing data can deliver a particular
nudge to a particular person at the right time. The art of selling via
advertisement has become a science (Zuboff, 2019). Every search,
email, purchase or message becomes a confession about the user’s
thinking that can be used to tailor the information, content and figures
that appear on their screens.

Datafication therefore converts social actions and preferences into
monetisable data. Algorithmic profiling categorises individuals, thereby
enabling hyper-specific ad and content targeting. Datasets used for
profiling often reflect existing societal biases, such as those related
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to race, gender or class. These biases, encoded into algorithms, can
perpetuate or even exacerbate social inequalities by catering to specific
user segments, often exploiting vulnerabilities or reinforcing stereotypes
(Milan and Treré, 2019). This targeted content amplifies inequalities,
perpetuating stereotypes through biased datasets that reinforce harmful
norms and systemic inequities rooted in outdated biases.

Individual-level dataenableshighly granular profiling, allowing advertisers
to influence consumption patterns and manipulate user behaviour. This
precision amplifies the effectiveness of targeted advertising but also
raises concerns about autonomy and consent. Profiling disproportionately
benefits the digital elite while subjecting users - particularly those
in lower social classes - to exploitation, exclusion and discrimination
(Verwiebe and Hagemann, 2024).

For instance, targeted ads that use biased datasets can reinforce
stereotypes, such as linking job ads to specific demographics. This
creates a potential feedback loop, deepening disadvantage for vulnerable
populations. Traditional gender roles can also be reinforced through this
mechanism. Ad targeting can perpetuate stereotypes through tailored
content containing harmful products or services. In this way, algorithms
shape user experiences using proxy data (e.g. postcodes as socioeconomic
indicators), biased historical data and interconnected system output.
Proxy data can reinforce stereotypes and limit opportunities, while
biased data perpetuates inequalities that manipulate users, reduce user
agency and entrench systemic biases (Marjanovic et al., 2021; Reisman
et al., 2018). These dynamics are hard to detect and even harder to
challenge.

From a cultural point of view, several authors also highlight the endless
replication of franchises across media, from ‘influencers’ and social media
trends, to pop songs and mass-produced viral merchandise; reflecting a
dimming of creativity and a repetitive cycle in pop culture. Social media
algorithms decide what is prioritised when shown to users, exploiting
habitual thinking and social conformity to create an online normalcy that
stifles individuality. By favouring algorithmic feeds and targeted content,
lesser-known artists and creative subcultures are hidden, leading to a
digital landscape dominated by sameness (Chayka, 2020).

Therefore, social media dependency is accompanied by a potential
cultural hegemony that is controlled by algorithmic recommendation
engines and the surveillance that powers them. Though trends may
seem bottom-up, the distributors of content shape it in a limiting fashion,
being able to define the realms of themes, subjects and ideas that are
displayed on screens (Chayka, 2024; Farago, 2023).

2.4 The black box of algorithms: transparency versus
explainability

In AI, the ‘black box problem’ emerges when computing systems used
to solve problems are opaque, meaning their inner workings are neither
visible nor comprehensible to users. This metaphor draws from the
intuitive idea that a system’s behaviour could be understood by ‘looking
inside’ to uncover why it does what it does or how it functions. However,
in the internal workings of many Al systems, it is exceedingly difficult
to discern exactly how they are programmed or how their output is
derived. This opacity extends to developers, who may also lose track
of how the system operates due to its complexity and the autonomous

International Multidisciplinary Journal CREA
28



Social media dependency with the precision of an algorithm: How the EU Al Act fails to tackle profiling and micro-targeted content

nature of its learning processes. Such opacity not only deepens the
challenge of ensuring accountability but also undermines trust in these
technologies, particularly as they become more embedded in decision-
making systems (Doshi-Velez and Kim, 2017).

Social media platforms employ Al algorithms to generate personalised
feeds that are optimised for engagement and addictiveness, leveraging
techniques such as infinite scrolling, notifications and social validation.
These algorithms utilise vast amounts of user data to create nuanced
profiles and predict user behaviour, enabling the manipulation of
emotions through strategically deployed emotive language, images and
music. However, their inner workings are hidden from view, obscuring
their decision-making processes, rendering them unaccountable and
difficult to comprehend. Furthermore, machine learning enables these
algorithms to adapt and refine their personalised nudges through
positive reinforcement, thereby enhancing their manipulative capabilities
(Pasquale, 2015).

Understanding the difference between transparency and explainability in
Al systems is crucial when it comes to devising standards for developers
to follow. Transparency refers to the degree to which the inner workings
of the system (e.g. model structure, instructions, algorithms and data)
are open and accessible for examination. This kind of information
reveals ‘the skeleton and muscles of the AI’ - the mechanics of how
it processes information, including specific models, training data and
parameters. However, such technical insights often require a decoder
ring held only by experts. Developers, researchers and regulators are
the limited audience, as the intricacies of AI models are typically too
complex for non-technical users to grasp. Explainability, on the other
hand, bridges the gap between this intricate machinery and human
understanding. It focuses on making the decisions and outcomes of an
Al system understandable to everyday users (Zednik, 2019).

By interpreting the system’s behaviour, explainability can give hints on
the key factors or features that influenced the outcome of the system.
Even if fully deciphering the black box is impossible, good explainability
acts like a detective offering clues, shedding light on what information
about the user produces a given outcome or serves a specific purpose.
This includes individuals directly impacted by practices like micro-
targeted advertisement?.

2.5 AI governance: The EU AI Act

The EU AI Act, adopted in 2024, is the world’s first legal framework to
regulate artificial intelligence, aiming to ensure the safety, transparency
and ethical use of Al while fostering innovation. The AI Act employs
a risk-based classification system, dividing Al technologies into four
categories: unacceptable risk, high risk, limited risk and minimal risk. Al
systems with ‘unacceptable risk,” such as social scoring or manipulative
Al, are outright prohibited. High-risk systems, used in critical areas like
healthcare, employment and education, must meet strict requirements,
including transparency, human oversight, risk assessments and
mitigation measures. Limited-risk Al, such as popular chatbots, requires
transparency (e.g. informing users they are interacting with AI), while
minimal-risk AI, like video games, faces no significant restrictions
(European Union, 2024).
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To ensure compliance, the AI Act establishes a governance framework
with a European Artificial Intelligence Board to oversee implementation
across Member States and national supervisory authorities to monitor
adherence. It also prioritises human rights by mandating that Al systems
be non-discriminatory, transparent and environmentally sustainable
(European Union, 2024).

Governance for Al must aim to stay adaptable through its potential
innovation. When addressing the enhancement of Al systems, there is
no luxury of time to stick to the pace of human deliberation at every
stage of Al development. Long-term adaptation to innovation is therefore
imperative. This very adaptability that governance seeks must content
with the rigid optimisation logic of AI systems. Al is single-minded when
it comes to fulfilling its objectives. After it finds a strategy to get to its
objective, it becomes stubborn in doing it as efficiently as possible. For
example, if told to reduce carbon emissions without constraints, its plan
could involve getting rid of humans if necessary. This makes defining a
regulatory objective crucial.

Al identifies x, y and the strategy in between - without perceiving moral
agents (Leonard, 2021). However, the black box of these algorithms
has created a user experience that is out of control as profiling is often
invisible, leaving individuals unaware of how their data is used or the
potential (negative) impacts on their lives.

Currently, EU law on digital matters is fragmented into several legislative
acts. This piecemeal approach can make it difficult to see the big picture
of how individuals are protected against social media platforms vis-a-
vis the collection of personal data (Veale and Borgesius, 2021). In this
context, it is imperative that Al governance take aim at the deployments
of systems that are designed to manipulate individuals through data
processing and subsequent content recommendation.

Parallel to these controls, to control social media dependency, legislation
ought to give users more autonomy, with the right to understand how
content is recommended to them and foster their liberty to set the
parameters of their social media experience. This must be aided by an
explainability that acts as the translator; bridging gaps between this
complex algorithms and human understanding. These ideas will be
addressed in the following section.

3. REGULATING MANIPULATION IN ARTICLE 5 OF THE AI ACT

The EU Al Act is organised into articles, each addressing Al regulation
corresponding to a specific risk levels. Article 5 focuses on prohibiting Al
practices deemed to pose unacceptable risks within the EU market, such
as manipulative Al systems that threaten individual autonomy and have
the potential to provoke harm. Specifically, it prohibits Al systems that
deploy subliminal, purposefully manipulative or deceptive techniques
intended to distort behaviour; thereby impairing an individual’s ability
to make informed decisions and potentially causing significant harm.

In Article 5(1)(a) and (b), the use of the following Al practices is
prohibited:

(a) the placing on the market, the putting into service or the use of
an Al system that deploys subliminal techniques beyond a person’s
consciousness or purposefully manipulative or deceptive techniques,
with the objective, or the effect of materially distorting the behaviour
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of a person or a group of persons by appreciably impairing their
ability to make an informed decision, thereby causing them to take
a decision that they would not have otherwise taken in a manner
that causes or is reasonably likely to cause that person, another
person or group of persons significant harm;

(b) the placing on the market, the putting into service or the use
of an Al system that exploits any of the vulnerabilities of a natural
person or a specific group of persons due to their age, disability
or a specific social or economic situation, with the objective, or
the effect, of materially distorting the behaviour of that person or
a person belonging to that group in a manner that causes or is
reasonably likely to cause that person or another person significant
harm (European Union, 2024).

Point (a) of the article bans these techniques that materially distort an
individual’s or group’s behaviour, impairing their ability to make informed
decisions. The regulation targets those cases where such distortions lead
to decisions that individuals would not have otherwise made in a manner
that causes, or is likely to cause, significant harm.

Point (b), in turn, prohibits the marketing or use of AI systems that
exploit vulnerabilities associated with age, disability or specific social
or economic conditions. These systems are banned when they take
advantage of such vulnerabilities to materially distort behaviour in ways
that lead to significant harm, either directly or indirectly.

This article, in its current form, risks being inadequate for three main
reasons. First, it lacks sufficient precision in defining manipulative or
subliminal techniques, leading to potential regulatory gaps. Second, it
fails to define what is meant by harm and ignores its potentially dynamic
and collective nature. Finally, the law’s categorisation of vulnerable
groups risks being limited and overtly exclusive. These provisions seek
to protect individuals from covert influences that undermine their ability
to act autonomously and rationally. However, both points’ precise terms
must be analysed to judge the adequacy of their protection within social
media.

3.1 Controlling ‘subliminal’ or ‘manipulative’ techniques in
practice

The insufficient precision in defining ‘subliminal’, ‘manipulative’ and
‘deceptive’ techniques can lead to potential regulatory gaps. Authors
Zhong et al. (2024) provide a rich theoretical framework as to the
meaning of these terms from the perspective of psychology and
behavioural economics. Subliminal techniques refer to methods that
influence individuals using stimuli below their threshold of conscious
perception. Manipulative techniques are strategies that alter the structure
of decision-making processes, potentially resulting in outcomes contrary
to the decision-maker’s best interests. Deceptive techniques involve
the use of false information to distort the content used for decision-
making, referring to false content or misinformation and having rather
limited links to social media dependency. Thus, this part will focus on
‘subliminal’ and ‘manipulative’ techniques.

The ambiguity of these terms fails to account for the nuances of Al
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influence, allowing for questionable activities that narrowly evade
these prohibitions. Further, it is important to highlight that for legal
safeguards to apply in the case of subliminal techniques, they must be
both imperceptible to the conscious mind and sufficiently impactful to
significantly alter behaviour. However, it can be unclear what constitutes
the threshold between conscious awareness and the subconscious realm
and if it can be causally linked to evidenced harm. The provision seems
to be dependent on several factors aligning. Consequently, point (a)’s
current scope does not fully address covert algorithmic manipulations
deeply embedded in digital system architecture.

Big social media platforms function as centralised systems that consolidate
authority to enhance efficiency through mechanisms like extensive data
collection, profiling and architectural designs that foster dependency.
These systems lock users into specific services or product ecosystems.
The user’s reliance restricts choice, limiting their ability to transition to
alternative platforms without incurring substantial costs or sacrificing
functionality (and the platform’s value in social life)>. Psychological
manipulation emerges from these structural designs, as they subtly
influence behaviour by controlling information flow, shaping interactions
and confining options. Over time, these nudges and exposure to tailored
content can recalibrate user perceptions and priorities, leading to
subconscious conditioning and diminishing autonomy (Leiser, 2024).

Subliminal techniques, such as brief visual stimuli, unconsciously
influence attitudes and behaviour, with AI optimising duration and
content to steer decisions more effectively. Similarly, conceptual priming
occurs when exposure to certain cues subconsciously activates related
memories or behavioural concepts, thereby influencing subsequent
perceptions, decisions, or actions. For example, priming users with
aggressive words (e.g. ‘dominate’ or ‘win’) could provoke competitive
behaviour or shock that drive up user engagement, thereby disrupting
cooperation and escalating conflicts (Albarracin and Dai, 2021). Al can
optimise two key factors: identifying the most effective perception
thresholds (e.g. duration and frequency of presentation) and customising
hidden content through micro-targeting. Its key strengths in subliminal
influence are micro-targeting, scalability and the relentless feedback-
driven refinement of information.

As for manipulation, it occurs as the form or structure of the judgment
process is distorted, leading to outcomes that may not be in the best
interests of the decision-maker. In this sense, adaptive algorithms
profoundly shape user experiences and decision-making. By leveraging
behavioural data, these systems tailor content and interactions to
subtly guide user attention towards certain choices while steering them
away from others. Though designed to enhance user preferences, such
personalisation often fosters echo chambers and highly personalised
feeds, isolating users within information environments that reinforce
pre-existing beliefs (Leiser, 2024). Additionally, AI systems can employ
intermittent feedback or deliberate pauses in service delivery, using
variable reinforcement schedules to exploit human tendencies toward
pattern recognition and reward-seeking. This manipulation increases
engagement and may foster deep dependence on digital platforms.
Engagement relates closely to the exploitation of the status quo bias,
meaning the tendency to favour the current state and perceiving change
as a loss. This often leads to maintaining the habitual dependency, even
when change or disconnection may be beneficial.
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Moreover, nudging, the practice of guiding decision-making through
heuristics to encourage mental shortcuts, involves decision architects
influencing or distorting decision-making processes. On social media
platforms, it has been widely used to prompt individuals to adopt
mental shortcuts and further shape user engagement and decision-
making (Zuboff, 2019). Individuals remain vulnerable to these covert
or borderline manipulative practices as these may not be explicitly
addressed by Article 5.

The primary concern lies in the opaqueness of these manipulative
processes. Sophisticated algorithms and AI can nudge users
subconsciously toward choices against their best interests, with these
techniques deeply embedded in their system design. The enforcement
of Article 5 depends on authorities being able to detect and revise these
techniques that are not immediately apparent or detectable by the
conscious mind. It is unclear what the provision will be for this level of
scrutiny by authorities (Leiser, 2024).

The ambiguous terminologies presented in Article 5 of the EU Al Act
leave an unclear threshold as to what is classified as subliminal (*beyond
consciousness’) or manipulative techniques that would necessarily cause
harm. Data processing and profiling by Al systems may fly under the
radar and still create a manipulated environment designed to subvert
autonomy, as it is hard to determine when they cease making ‘informed
decisions’. This goes beyond simple habituation, creating a psychological
reliance that is difficult to break. Users often remain unaware of how
their digital environment is curated and choices pre-configured, allowing
covert manipulation to exploit cognitive biases and align actions with the
platforms’ objectives. Social media platforms can exploit this ambiguity
to avoid scrutiny while continuing manipulative practices because
proving that a threshold of harm has been surpassed and that it has a
causal nexus to manipulative Al practices is challenging.

3.2 Causation of ‘harm’ is hard to prove

In summary, the prohibition in Article 5 is limited to subliminal practices
that demonstrably cause harm that is fundamentally hard to define.
Beyond inspecting the meaning of the term, it remains unknown which
of the many implications of algorithmic manipulation may be deemed
as constituting harm. In social media, manipulation is allowed unless
it results in harm, creating ambiguity around the scope and application
to practices like dark patterns, which are deceptive interface designs
intended to manipulate users into making unintended or disadvantageous
choices, often by exploiting cognitive biases.

Article 5 underwent through numerous changes during the legislative
process. The European Commission’s initial proposal had largely ignored
the broader social impact of AI practices, acknowledging harm only
to individuals in point (a) of Article 5 (European Commission, 2021).
This limited scope would have overlooked the collective dimensions of
harm. For example, the hyper-personalisation of micro-targeting can
erode societal structures, such as democratic institutions, without
directly harming individuals. Risks therefore exist even beyond reducing
greater individual engagement (Cohen, 2023). Although the European
Parliament’s amendments expanded the Commission’s proposal by
emphasising the potential for collective harm, their severe limitations
continue to undermine the potential of interpreting these ambiguities
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more ambitiously in the final version.

Additionally, the AI Act still fails to address how manipulative Al can
influence behaviour in subtle ways that, while not causing immediate
harm, undermine autonomy and erode trust over time. It is unclear what
will be interpreted as harm, as seen in Section 2. It is equally unknown
whether harm needs to be immediate or if its potentiality suffices. As
other fields of law increasingly recognise underlying dynamics as sources
of manipulation rather than one-off events, the AI Act's framework
remains weak in comparison (Veale and Borgesius, 2021). For instance,
social media profiling might exploit users’ tendencies towards over-
engagement, promoting addictive behaviours that detract from work,
relationships or well-being. While not immediate harm, these dynamics
can erode user autonomy and trust.

The Al Act also excludes harm caused by external factors beyond the
control of the AI system’s user or provider, such as third-party misuse
(Veale and Borgesius, 2021; Cohen, 2023). For example, if an Al system
were repurposed to flood a platform with fake reviews, the provider
would likely fall outside the Act’s liability scope, leaving accountability
diffuse and largely unaddressed.

3.3 An exclusionary idea of vulnerability

To prove a violation of point (b) of Article 5(1), it must be demonstrated
that an AI system was placed on the market, put into service or used
in a way that exploits vulnerabilities arising from factors such as age,
disability or socioeconomic conditions. This exploitation must have the
intent or effect of significantly distorting the behaviour of the targeted
individual or group, resulting in, or being reasonably likely to result in,
substantial harm to the individual or others (European Union, 2024).

This means that the AI system exploiting individual vulnerabilities
becomes unacceptable only if it materially distorts behaviour and is
likely to cause harm. However, it seems overlook vulnerability that is
not group-specific and that can be induced by long-term interactions
with Al systems. In other words, manipulative habits on social media,
governed by Al algorithms, may also deprive individuals of the ability to
make conscious and informed decisions — thereby constituting potential
harm. The point’s group-based approach ignores this dynamic nature
of vulnerability, which can arise in any individual depending on specific
contexts or relationships with Al systems, instead of only one-off events.
With the increased presence of Al algorithms in users’ lives, one cannot
presuppose individuals’ full agency outside of these predefined groups.
The inclusion of a ‘specific social or economic situation’ as a vulnerability
excludes everyone else prone to negative social media dependency.

The regulation thus underestimates Al’s ability to exploit individual-
level vulnerabilities or how users may also be susceptible to temporal
psychological vulnerabilities. For instance, Al can detect and exploit
vulnerabilities by uncovering subtle patterns in behaviour to identify
moments when individuals are more susceptible to influence (e.g. in
moments of increased fatigue or anxiety) (Cohen, 2023). The scale
at which these personalised appeals are executed is bound to exploit
vulnerabilities beyond the Article’s provisions because any user can be
vulnerable to social media dependency.
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3.4 No accountability without algorithmic transparency

Beyond the difficulty of identifying when a threshold of harm has been
crossed due to limited transparency, establishing a causal link between
personalised appeals and harm is also challenging. In other words,
without adequate transparency and access to information, intention
cannot be proven nor can the causal relationship between the Al input
and its consequences be easily demonstrated (Cohen, 2023). In order
to limit profiling, any adequate restriction should apply to the use of
Al intended to modify an individual's behaviour (based on individual-
level vulnerabilities inferred through data handling). However, if that use
of algorithmic content recommendation cannot be easily mapped, then
questions arise about the allocation of accountability and how much
Al creators or deployers are to blame for the dynamic ways that the
black-box algorithms arrive at their decisions. Most algorithms and their
creators may avoid accountability due to this complexity and opacity.

To assign personal liability, the AI Act often mandates that high-risk
systems be designed to enable effective human oversight (‘“human in the
loop’). Article 14 of the Al Act mandates effective human oversight for
high-risk Al systems, particularly concerning risks to health, safety and
fundamental rights, including privacy (European Union, 2024). While
intended to assign accountability, such provisions may risk unfairly
scapegoating operators and undermine the purpose of automation.
Automation is designed to analyse data and make profitable decisions,
yet workers, often unable to decipher their system’s black box, are likely
to approve its output without meaningful evaluation. This redundancy
renders human oversight largely ineffective, as operators cannot
meaningfully assess the system’s efficiency or ethical implications.

The difficulty in assigning accountability arises from the inherently
unpredictable and dynamic decision-making of AI, making its inner
workings difficult for even the creator to fully assess. On the other
hand, completely displacing the responsibility away from Al’s decision-
making processes could lead to excessive caution by programmers
seeking to avoid liability, ultimately hindering the advancement of this
transformative technology (Lee et al.,, 2021). This trade-off between
remaining competitive in Al integration and increased human autonomy
is complex. While one can argue that a laissez-faire approach towards
developing Al systems can make the EU competitive and foster activities
like increased sales from micro-targeting, mass addiction to social
media and unnecessary consumption do not lead to sustainable human
progress (Zuboff, 2019). Therefore, a balanced regulation of Al systems
needs complementary measures to limit the inconveniences of AI-driven
social media engagement. Fostering user autonomy through increased
explainability of input and output may create a viable step toward such
a solution.

3.5 Introducing user agency and control over AI algorithms

Social media platforms employing structural manipulation mechanisms
are defined by their degree of power centralisation. Centralised systems
exercise authority for efficiency in their data collection and user profiling
(to create architectural mechanisms that create dependency and lock
the user in). The platforms themselves are fully empowered to enable
targeted content that shapes perceptions and decisions. In contrast,
decentralised systems distribute control amongst users, enhancing
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autonomy and resilience (Leiser, 2024).

Acknowledging the psychological dependencies that social media
platforms may foster is important and can be mitigated by giving rise
to greater user agency (Lupton et al., 2018). The idea that users should
have a say in how they interact with social media by personalising their
nudging and micro-targeted content is only enabled by involving the
user in either the input or the output of the AI algorithms. In other
words, when restrictions on algorithmic operations remain ineffective,
individuals could at least be empowered to exercise greater control over
the data supplied to AI systems and the nature of the micro-targeted
content they are exposed to (beyond the ability to censor offensive
material).

This vision entails enhancing the explainability of AI models by making
their processes and outputs more transparent and interpretable to
users, particularly by clarifying how and why personal data shapes
algorithmic outcomes. As for user agency, there are two ends where
this can occur: at the input (the data that goes in the system) and
the output (the way that the system'’s results are used). The black box
complicates the understanding of these processes. However, if users are
offered explanations about how their personal data is being used for
their content recommendation, they could develop a ‘data sense’ that
combines emotional, bodily and cognitive insights when engaging with
data (Lupton et al., 2018). With access to the data that AI algorithms
use to profile users, it may allow users to reflect on past behaviours and
use the insights to adjust and reclaim control over Al’s influence. This
may enhance users’ intuition of data practices so they can manage their
social media dependencies more effectively.

3.6 User control over input data

The EU’s piecemeal approach to regulating the digital world has
fragmented the provisions on the explainability of input data across
several acts (Veale and Borgesius, 2021). This divided legislation hinders
the goal of requiring Al systems that influence an individual’s behavioural
patterns to inform the user about the techniques used to achieve their
selected objectives.

The General Data Protection Regulation of 2016 is often seen as
establishing a ‘right to explanation’ for algorithmic output, requiring
transparency about the ‘logic’ underpinning the algorithms generating
that output (European Parliament and Council of the European Union,
2016). However, the term ‘logic’ was left open-ended and can realistically
point merely to transparency in terms of the general structure of an
algorithm (Lee et al., 2021). Meanwhile, the Digital Services Act mandates
that online platforms displaying advertisements provide users with clear
and meaningful information about the key criteria used to target ads to
specific individuals (European Parliament and Council of the European
Union, 2022). However, as of 2025, these requirements remain broad and
lack specificity. Consequently, users still lack a clear understanding of how
their personal data shapes the personalised experiences they encounter
on social media platforms. The opacity surrounding users’ data collection
and processing makes meaningful explanations of algorithmic inputs
difficult to envisage. Prior to the AI Act’'s implementation, transparency
largely consisted of burdensome consent mechanisms, such as repetitive
pop-up cookie banners. Yet, these notices provide limited clarity when
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users rely on essential social media services that require data collection;
making profiling almost inevitable.

Additionally, the Digital Markets Act requires large online platforms to
ensure transparency in algorithmic models and obtain informed user
consent for data processing. It mandates clear opt-out options, including
subscription models allowing access without data processing (European
Union, 2022). This cost-based opt-out reinforces digital hierarchies,
pressuring users to accept cookies for convenience while setting the
dangerous precedent of paying for privacy. More critically, it fails to
ensure explainability, leaving users unaware of how their data influences
their online experience.

Opt-in models ensure users retain control over the data they provide to
algorithms. By empowering individuals to actively consent and engage
with data systems, this model aims to prioritise ethical considerations,
emphasising the right of users to understand and manage the impact of
their data input on algorithmic output (Lupton et al., 2018). Control over
input can introduce explainability and respect for individual autonomy
in the age of pervasive datafication. Explainability can foster trust in
Al systems by making their decisions interpretable, and helping users
understand how AI aligns (or misaligns) with their expectations can
provide actionable feedback for users, allowing them to contest or
accept decisions.

However, Al algorithms necessitate new personal data constantly. In
order to stay precise, they must keep up with new contexts (such as
social media trends) and especially with the users’ personal vulnerabilities
to engage them. Therefore, the economic incentive structure is built
around developing mass data collection and profiling systems in the
social media platforms. In contrast to this, the debate on moral agency
in Al pits two perspectives against each other. On one hand, critics
argue that Al systems reduce individuals to simplified digital profiles,
stripping away the complexity of human decision-making based solely on
algorithmic output (Zuboff, 2019). On the other, transparency measures,
such as informing users about profiling or manipulation, can be seen
as inadequate, as most individuals lack the tools or understanding to
grasp the implications of data-driven manipulation, let alone resist its
influence.

Most fundamentally, it remains unclear how explainable AI should
spell out the input used, as different stakeholders may require distinct
explanations based on their specific needs. The black-box nature of
algorithms renders their data processing largely opaque, as Al systems
cannot articulate their reasoning like humans. Instead, they rely on
autonomous and complex learning processes (Lee et al., 2021). Studies
indicate that users often struggle to understand explanations given by
Al and are more likely to trust those aligning with their own cognitive
biases and heuristics - such as loss aversion, framing or confirmation
bias - which AI systems exploit in the first place (Scharowski and
Brihlmann, 2021). Consequently, as machine learning systems grow
more powerful and complex, the feasibility of effectively explaining their
behaviour becomes increasingly uncertain.

In summary, transparency and consent-based approaches can easily
overestimate individuals’ ability to counter AI systems. Users may
lack the time to review data collection notices, while platforms exploit
decision-making biases with precision. Even those who carefully select
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their cookie preferences and attempt to avoid surveillance can be
affected by the willingness of others to share data (Cohen, 2023). This is
because personal data about them can be produced by combining their
non-personal data with data about other people, as seen in Section 2.

Choosing between using social media and protecting one’s privacy
seems like a false choice. Social media has become so integral to social,
political and economic life that individuals, especially those who identify
as vulnerable, increasingly use strategies such as misrepresenting
themselves to protect privacy on social media where legal protections
fall short (Talvitie-Lamberg et al., 2022).

3.7 User autonomy over output

The challenge of monitoring input and unravelling the complexities of the
black box shifts the focus toward empowering users to exert control over
how their profiles are used and exploited. Users could be empowered
to engage with digital platforms on their own terms, rather than being
driven by platform-designed incentives (Véliz, 2020). As data is used
to foster the capacity to micro-target engaging content, users can be
enabled to set the mechanisms through which they engage with social
media platforms - and thereby control their dependence on them.

There is empirically proven demand for this from users seeking to
break away from algorithmic profiling. For example, towards the end of
2024, there was a rise in popularity for social media platforms that let
the user choose whether to have their feed structured by algorithmic
recommendation or whether to enjoy a chronological order of publication;
giving users tools to filter content by themes, people, fandoms and more
(Pérez Colomé, 2024).

The AI Act refers timidly to the need for the explainability of output.
Article 13 requires high-risk systems to be designed for transparency,
enabling deployers to interpret the output and use it appropriately.
Paragraph 2 mandates that providers include detailed instructions for
use, as specified in paragraph 3, which states:

(vi) when appropriate, specifications for the input data, or any other
relevant information in terms of the training, validation and testing
data sets used, taking into account the intended purpose of the
high-risk AI system (European Union, 2024).

This implies that platforms using third-party algorithms could publicly
disclose these data specifications, especially to users, fostering greater
transparency and accountability. However, this is far from being an
obligation that is set out by the Al Act since it only regulates output insofar
as content manipulated by AI is to be labelled (Veale and Borgesius,
2021). Micro-targeted content still remains beyond this regulation. It
thereby seems intuitive that the option of empowering users to use their
activities’ datafication to personally tailor their content would be a more
realistic option than fostering explainability of input data. However, social
media platforms often present illusory forms of transparency, as the
sheer volume and complexity of collected data make genuine disclosure
nearly impossible (Zuboff, 2019).

Moreover, the seamless integration of persuasive technologies across
different apps, services and platforms and the accumulation of data
and insights across contexts allows for constant leakages of personal
data. Even if a user attempts to control the input to an algorithm on a
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platform, they often cannot control the expansion of the data beyond
the purpose at hand (Sge et al., 2021). Ensuring control over the output
is therefore a unique mechanism to limit the function of social media to
user-focused objectives.

Some authors associate this with the idea of ‘ethical nudging’, as some
tailored content or notifications can enhance welfare and autonomy
without compromising dignity — provided they are designed transparently
and with the individuals’ best interests in mind. Applying a framework
for ethical nudging to Al-driven algorithms on social media suggests that
such interventions must respect user autonomy and be implemented
with full disclosure (Sunstein, 2015; Cohen, 2023). Control over output
would allow users to shape algorithmic interventions to align with the
their own goals and values. Individuals could use their profiling for self-
improvement with self-defined goals such as less screen time and more
enriching content, along with reducing dependence on social media
platforms for a more fulfilling experience.

4. CONCLUDING REMARKS

In conclusion, this article explored the mechanisms by which Al algorithms
in social media detect and adjust behavioural patterns, emphasising the
need for these systems to transparently inform individuals about the
techniques employed to achieve specific objectives.

The continued opacity of content-curation algorithms perpetuates an
imbalance of power as platforms and their designers hold all knowledge
and control, while users remain subject to influences they neither
perceive nor understand. This article thus provided a state-of-play
overview of how Al systems are deployed to sustain addictive dynamics,
how the EU AI Act interprets and applies its rules to such mechanisms,
and the extent to which these legal provisions limit (or fail to limit) the
reach of algorithmic manipulation.

As for the first research question (RQ1) regarding the permissiveness
of the current EU AI Act toward opaque social media architectures,
this article reveals ambiguities in its capacity to restrain manipulative
design. Although Article 5 of the AI Act formally prohibits subliminal or
manipulative techniques, its vague definitions and narrow scope may
render enforcement ineffective. The law lacks clear definitions of these
“subliminal” and “manipulative” practices that leaves space for covert
design strategies in these algorithms. Moreover, the Act’s narrow group-
based understanding of vulnerability (such as age, disability, socio-
economic status) excludes the dynamic vulnerabilities that all users face
when exposed to algorithmic nudging.

When it comes to enhancing explainability and user comprehension
of profiling systems, explored in the second research question (RQ2),
regulatory measures could grant users meaningful control over both the
input (the data fed into algorithms) and the output (the way content is
curated). By making algorithmic processes interpretable and allowing
individuals to set the objectives of their social media use, regulation
could aim beyond mere transparency toward algorithmic explainability,
thereby countering the manipulative dynamics of micro-targeting
systems. In this sense, stronger rules could require platforms to disclose
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what personal data shapes recommendations and to offer tools to adjust
or disable algorithmic feeds.

Overall, systems that dictate the content and opportunities presented to
users not only shape individual experiences but also risk reinforcing biases
and undermining personal autonomy. This highlights why explainability
is not just a technical add-on, but a necessary component for meaningful
user autonomy and accountability. For as long as these algorithms
continue to permit the current state-of-play, these algorithms, designed
to maximise user engagement, will contribute to a growing dependency
on social media, with far-reaching implications across economic, cultural
and justice-related domains.

The imbalance of power between those who control data and data
subjects calls for regulatory intervention. While a laissez-faire approach
to AI development might bolster EU competitiveness and increase sales
through micro-targeting, it simultaneously exacerbates issues like social
media addiction and unnecessary consumption, hindering sustainable
societal progress (Zuboff, 2019). Ultimately, fostering user agency to set
the objectives of their social media interactions is vital for individuals to
reclaim autonomy and ensure that Al-driven systems serve their best
interests.

! For example, in analysing a user’s purchase history, one signal analyser
may focus on recent purchases, while another examines long-term
trends, offering advertisers granular insights into consumer behaviour
(Vaswani et al., 2017).

2 All of these resources are concentrated within a few platforms and
actors, reinforcing inequalities in the distribution of digital capital
(Verwiebe and Hagemann, 2024).

3 Anchoring is a key heuristic in decision-making, often exploited in
pricing strategies: for example, showing a product initially priced at
EUR 100 before discounting it to EUR 70 makes consumers perceive the
latter as a better deal, even if EUR 70 is the true market price.

4 However, many of the techniques used to enable explainability remain
inaccessible or unintelligible to non-expert users, reinforcing asymmetries
of power and knowledge and raising further calls for transparency and
accountability in AI governance.

5 Carefully engineered platform designs foster user dependency by
exploiting psychological mechanisms such as variable rewards, social
validation and habit formation, thereby locking users into the platform
and potentially creating dependency (Menon, 2022)
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